OcHOBbI
RFID

C TOYKM 3peHuna nHbopmaumMoHHOM Be3onacHOCTH



dunsnyeckoe yCTpPOUCTBO KapThbl

RF Smartcard

INHEROaMUHATS
NAEWIIBX & N0NHOS
IBETHOMINeUITEK
Uunbll&aHIEHHaMH

INUEWIBXY & N0NHOS
IBETHOMENEUYATHHD

INHEROaMUHATS

Microchip

Several wires
serves as antenna
for communication and power

-



dunsnyeckoe yCTpoUCTBO YMNa

Pazmep umnna Mifare Ultralight = 0.6x0.6 mm.
100x, meTannyprmyecknm mmkpockon BM-158)




dunsnyeckoe yCTpoUCTBO YMNa
10x, meTannyprmyeckmm mmkpockon BM-158]
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O6nactn npumeHeHuna RFID

* lHBeHTapu3auuA

* KOHTpPOAb AOCTYMNA

* YapoctoBepeHune NMYHOCTH
* [lnaTexKHble onepaunmn

* [lepenaya AaHHbIX



RFID =15018000

125-135 kHz (LF)

13.56 MHz (HF) 4= NFC
433 MHz

860-960 MHz (UHF)
2.45 GHz



125Khz
EM-Marin u HID®




125Khz
EM-Marin u HID®




Ymnbl mifare

 Mifare Ultralight (U1x)
 Mifare Ultralight C (V2x)




Yctpoucteo namatn Mifare Ultralight

Mifare Ultralight Mifare Ultralight C
16 cTp./4 6anT 36 cTp./4 6aunT

Mifare Ultralight Mifare Ultralight C

16 cTp./4 6anT 36 cTp./4 6anT

HeT ayTeHTMdMKaumm Triple-DES



Ymnbl mifare

Mifare Standard 1k and 4k (S50 and S70)

.

FAMI LI N TR



Yctpoucteo namatm Mifare Classic

Mifare Classic 1k Mifare Classic 4k

32 cekT./64 6aurT,

16 cex./64 aiit 8 ceKT./256 B6anT

[MamATb ynTaeTca/3anucbisaetca 610kamm no 16 6anT

Hyneson 600k coaepxunt UID n 3awmuieH oT nepe3anucu
OnuHa UID — 4 ( cTtapble yunbl ) nan 7 6aunt

[MocnegHmnin 6GNOK KaXKO0ro cekTopa = TPeENIep CeKTopa



Yctpoucteo namatm Mifare Classic

[Ona yteHmsa/3anmcu 610Ka HEOH6XO0AMMO NPONTN ayTEHTUDUKALUIO B
COOTBETCTBYIOLLLEM CEKTOPE.

[MponpuetapHbIn Kpuntoanropmntm Crypto-1

Tpennep cekTopa coaepKUT 2 KAtoya no 6 banTt n butbl gocTyna

T T

6 6anT 3 +1 6aunTa 6 6anT

TpaHCNOPTHbIE KAOYU = KNOYM MO YMOSTYAHUIO, 3aBOACKMUE:
ff ff ff £f ff ff

a0 al a2 a3 a4 a5
al a2 a3 a4 a5 a6



Yctpouncteso namatn Mifare Classic

Oxff Key A, Access Conditions, U, Key B

| Sector 0x27
| 16 blocks, 256 bytes

0xfO Data Block

Sector trailer

0x07| Key A, Access Conditions, U, Key B g

0x06 Data Block / RO

0x05 Data Block 4 blocks, 64 bytes
0x04 Data Block /

0x03| Key A, Access Conditions, U, Key B

0x02 Data Block Sector 0x00

0x01 Data Block 4 blocks, 64 bytes
0x00

Fig. 1: MIFARE Classic 4k Memory



CKopoCTb nepenayvn AaHHbIX
>= 106 kbit/s

e >=1 MC — UAEeHTUPUKALUMA KapT B 30HE U
BblOOpP KapTbl ANnA paboTbl

e >=2 MC— ayTeHTUPUKALMA B CEKTOP
e >=2.5 mc—yTteHune 6n0kKa

e >= 6MC — 3anucb 610Ka



KomaHnabl Mifare Classic

* AYTEHTUDUKALMA B CEKTOP

* YreHune/3anmncb 6,10Ka

* IHKpemeHT/aekpemeHT 6/10Ka-3HaYeHM
* Push/Pop 6n10Ka-3HaueHusn



AyteHTUdMKaumna Mifare Classic

[1] Auth
-
[2] _-'"'ﬁ.-"{_r
—t
[3] L‘?(f"l.'r B- 4'“"."_(_*}
-
Reader 4] E(Ng) Card
=it
[5] Command
-
(6] Response
=




AyteHTUdMKaumna Mifare Classic

ETU SEQ

who bytes

0:

64 :
12097 :
64 :
16305 :
64 :

01
02

05
06

: PCD 26

: TAG 04 00
03 :
04 :
:PCD 93 70 2a 69 8d 43 8d 52 55
: TAG 08 b6 dd

PCD 93 20
TAG 2a 69 8d 43 8&d

v Anticollision

16504 :
112 :
6952 :
64 :

07

09
10

: PCD 60 04 d1 23d
08 :
: PCD c4! 94 a1 d2 6e! 96 86! 42
: TAG 84 66! 05! 9e!

TAG 3b ae 03 2d

o M

s Authentication

396196 :
208 :
8442 :
5120 :
2816 :

11
12

14
15

: PCD a0 61! 43! e3
: TAG Od
13 :
: PCD 8d! ca cd ea
: TAG 086!

PCD 26 42 ea 1d f1! 68!

» Increment & Transfer

1349238 :
T2 :

16 :
17 :

PCD 2a 2b 17 97
TAG 49! 09! 3b! 4e! 9e! 5e b0 06 dO!
07! 1a! 4a! b4! 5¢ b0O! 4f c8! a4!

T

v Read




IMYNAUMA U NepexBaT

http://www.proxmark3.com/




Ymnbl mifare

e Mifare Plus

()
AnppPoKHUK T

e Mifare DESFire EV1



Yunbl B nacnoprax

TURKMENISTAN POCCUNCKASI ®EJEPALIUSA .
RUSSIAN FEDERATION et
PASPORT : eIV
REPUBTTCOF,

(A A O AR
e [ \‘I-/y:,'\ LNCELe) | /\l [

TURKMENISTAN [IACIIOPT
PASSPORT PASSPORT

[ToaaepxKa ISO 14443




CTpaHbl, Ucnonb3yrowme nacnoprta c ymnom B 2012 .

ICAO ePassport issuing States Participants Eegend

[ PKD members and issuing ePassports

in PUbliC Key Directory (PKD) || Countries issuing ePassports

| | Noinfo available

e w1 EA)

[ree————
Gumd 547

=
= ki e

R
N

R I Do Tt ()

frenm P ey

L

Frnamn Ky

et ot )

Argentina Bl china B N rreland - Morocco B Russian Federation . raine
5l Australia B Czech Republic @® Japan = Netherlands @ gingapore == United Arab Emirates i
— Austria 0 N France BN Kazakhstan Sl NewZealand . i Slovakia 4= United Kingdom &
1} Beigium B Germany o Latvia .-l Nigeria S p— Spain ﬁ United Nations =
E53 wrazir " 2l HongKong “~""“ = | ixembourg S Norway o SWeden BE= United States :
B Bulgaria === Hungary Macao (China)  ¢®; Republic of Korea Ed swizerand —
B+10 canaca s India EE= palaysia BN Republic of Moidova  mmmm Thailand




Ynnbl B nacnopTax:
YTo BHYTPU?

EEPROM >= 32Kb

XpaHUT NacnopTHbIe AaHHble 1 poTorpadPumto Nnua

OnuuoHanbHO poTorpadum ceT4aTKu
M OTMEeYaTKOB NaabLEB

(PoTorpadum ~ 15kb B popmate JPEG/IPEG2000)



Ynnbl B nacnopTax:
nepBuYHble PYHKLMNN

[Mpobnema:
UID no3BonaeTt cnegntb 3a HOCUTENEM

PeweHue:
CnydyanHbin UID Ha KaxXayto akKTMBALUMIO



Ynnbl B nacnopTax:
nepBuYHble PYHKLMNN

[Mpobnema:
[TloagmeHa AaHHbIX Ha Yyune

PeweHue:

Passive Authentication: Ha ynne xpaHUTCcA nepevyeHb
xeweun Bcex ¢panioB 1 LMPpoBaa NOANMUCL ITUX XELLEN
(mognucbiBaeTca roc. OpraHoOM CTPaHbl BblAauyn).
Cnmncok nybanyHbix Katoyen ctpaH xpaHutcea 8 ICAO
Public Key Directory (PKD)



Ynnbl B nacnopTax:
ONUMOHANbHbIE PYHKLUM

Basic Access Control — cummeTpmnyHoe wmndpposaHume.
KAtou reHepupyeTca U3 AaTtbl POXKAEHUSA,
HOMEepa AOKYMEHTA M AaTbl UCTEYEHUA CPOKA AENCTBUA

K = 3DES*(SHA1*(MRZ_DATA))

NOP9S.

«’5 °’M‘°"P o

NOv 2008
14 MAY 2017 5&.1*( (- AL

AUSTRALIA
PLAUSCITIZENCSCIANE < (AL LLCLCCCCH (€< CCK MRZ
ROPSSO00D0<BAUSTO0DL07SFI1705140<cA1047034Dccc<c24




Ynnbl B nacnopTax:
ONUMOHANbHbIE PYHKLUM

Active Authentication:
Ha ynne xpaHutca Kntoyesaa napa RSA.
[MpUBaTHbLIN KNKOY HEAOCTYNEH ANA YTEHUA U3BHE.

TepmuHan otnpasnfaeT challenge n npoBepseT ero ¢ NOMOLLbIO
nybANYHOro KAK4Ya Ymna.



Ynnbl B nacnopTax:
YTo BHYTPU?

EEPROM >= 32Kb

XpaHUT NacnopTHbIe AaHHble 1 poTorpadPumto Nnua

OnuuoHanbHO poTorpadum ceT4aTKu
M OTMEeYaTKOB NaabLEB

(PoTorpadum ~ 15kb B popmate JPEG/IPEG2000)



Ynnbl B nacnopTax:
ONUMOHANbHbIE PYHKLUM

Extended Access Control:

AyTeHTMdUKauma ymna:
TepmuHan c undpPoOBOMN KNaBUATYPON M AUCTISIEEM
JlononHuTenbHbIN cnon wndposaHma Hag BAC

AyTeHTUdUKaALUMA CHYUTbIBATENA:
CepTuduKaT Ana TepmmHana, AeNCTBYIOLMMN KOPOTKUU
NMPOMEKYTOK BPEMEHMU



Yunbl B nacnopTax:
I3BeCTHble aTaKu

ATaKun Ha cnyyanHo reHepupyembin UID

OnpepeneHune CTpaHbl-aMUTTEpPA:
2008 “Fingerprinting Passports”
Henning Richter, Wojciech Mostowski, Erik Poll

OnpepeneHne KOHKPETHOTO AOKYMEHTA:
2010 "A Traceability Attack Against e-Passports”
Tom Chothia and Vitaliy Smirnov"

2010 "Defects in e-passports allow real-time tracking”
Dan Goodin



http://www.cs.ru.nl/~erikpoll/papers/nluug.pdf
http://www.cs.bham.ac.uk/~tpc/Papers/PassportTrace.pdf
http://www.cs.bham.ac.uk/~tpc/Papers/PassportTrace.pdf
http://www.cs.bham.ac.uk/~tpc/Papers/PassportTrace.pdf
http://www.cs.bham.ac.uk/~tpc/Papers/PassportTrace.pdf
http://www.theregister.co.uk/2010/01/26/epassport_rfid_weakness/
http://www.theregister.co.uk/2010/01/26/epassport_rfid_weakness/
http://www.theregister.co.uk/2010/01/26/epassport_rfid_weakness/
http://www.theregister.co.uk/2010/01/26/epassport_rfid_weakness/
http://www.theregister.co.uk/2010/01/26/epassport_rfid_weakness/

Yunbl B nacnopTax:
I3BeCTHble aTaKu

Basic Access Control

YTeHue AaHHbIX Ha nacnopTax 6e3 BAC:
2007 "Belgian Biometric Passport does not get a pass"
Gildas Avoine, Kassem Kalach, and Jean-Jacques Quisquater

CoKpalueHuMe Ynucaa BO3MOXKHbIX Katoueid BAC:
2005 “Attacks on Digital Passports”
Marc Witteman



http://www.uclouvain.be/crypto/passport/index.html
https://www.riscure.com/archive/WTH2005_pres.pdf
https://www.riscure.com/archive/WTH2005_pres.pdf

Yunbl B nacnopTax:
I3BeCTHble aTaKu

Passive Authentication

KnoHunposaHue nacnopra 6e3 PA:
2006 “Hackers Clone E-Passports”
Lukas Grunwald

Ucnonb3oBaHUe camonoanmMcaHHOro CNMCKa xewuein:
2008 "‘Fakeproof’ E-Passport is Cloned in Minutes"
Jeroen van Beek



http://www.wired.com/science/discoveries/news/2006/08/71521
http://www.wired.com/science/discoveries/news/2006/08/71521
http://www.wired.com/science/discoveries/news/2006/08/71521
http://www.wired.com/science/discoveries/news/2006/08/71521
http://www.wired.com/science/discoveries/news/2006/08/71521
http://www.wired.com/science/discoveries/news/2006/08/71521
http://www.uclouvain.be/crypto/passport/index.html
http://www.uclouvain.be/crypto/passport/index.html
http://www.uclouvain.be/crypto/passport/index.html
http://www.uclouvain.be/crypto/passport/index.html
http://www.uclouvain.be/crypto/passport/index.html

Yunbl B nacnopTax:
I3BeCTHble aTaKu

Active Authentication

MonyyeHne NnpMBaTHOro KA4Ya nNo nob6oyHomy KaHany:
2005 “Attacks on Digital Passports”
Marc Witteman

OtkntoueHue nposepku AA ( downgrade ):
2009 ePassports reloaded
Jeroen van Beek



https://www.riscure.com/archive/WTH2005_pres.pdf
https://www.riscure.com/archive/WTH2005_pres.pdf
http://www.blackhat.com/presentations/bh-europe-09/VanBeek/BlackHat-Europe-2009-VanBeek-ePassports-Mobile-slides.pdf
http://www.blackhat.com/presentations/bh-europe-09/VanBeek/BlackHat-Europe-2009-VanBeek-ePassports-Mobile-slides.pdf
http://www.blackhat.com/presentations/bh-europe-09/VanBeek/BlackHat-Europe-2009-VanBeek-ePassports-Mobile-slides.pdf

Yunbl B nacnopTax:
I3BeCTHble aTaKu

Extended Access Control

OT1Ka3 B 06cnyXmuBaHum:
2007 “Security by Politics - yuwhy it will never work”
Luks Grunwald



https://www.dc414.org/download/confs/defcon15/Speakers/Grunwald/Presentation/dc-15-grunwald.pdf
https://www.dc414.org/download/confs/defcon15/Speakers/Grunwald/Presentation/dc-15-grunwald.pdf
https://www.dc414.org/download/confs/defcon15/Speakers/Grunwald/Presentation/dc-15-grunwald.pdf
https://www.dc414.org/download/confs/defcon15/Speakers/Grunwald/Presentation/dc-15-grunwald.pdf
https://www.dc414.org/download/confs/defcon15/Speakers/Grunwald/Presentation/dc-15-grunwald.pdf
https://www.dc414.org/download/confs/defcon15/Speakers/Grunwald/Presentation/dc-15-grunwald.pdf
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Date of Birth {dd.mm., yy) Mationality
| 08,01.35 [Un ted States
Sex alid untd (dd.mm, vy)
| Male | 16.08.77
Diocument Murrber Dacument Type
|T~4P1'.'15 | P
Issuer Optonal Data
ILI"Itb: States [ About...
Optiong
Printed HRT
Ip P R e N I TTTTTTTTTT TSy Configuration
| Faoal Image £ | = |
I'.I'I"IGFJZ‘FISIUEF.-EE: LOBIH7TOEl §S vt CCLCLCL-LLC g Cloge
—Amess Comirot
= i
BAC S Cho Authentiation e
b N LD ATR/ATS IS0-14443
ﬁ EAaC ﬁ Tarminal Autenbcation I nfa | 3bBaBD] 14843450343 15632323 19F &
Readng time
ﬁ Active Authentication 7.86 | Earnrels
—Passve Authenticaton —Logging
PGl OOoO0000000000000 Dels 7.75  :SizeEF_DGZ: 14302 Bytes. |
7.75 : DiG2Z read successfily.
7.75 1 Hash Datagroup 2 OK.
Signature BF.500 7.75 : CBEFF Format Type 0008
™ Al 7 : Facial Image Type D000
Imi e 7.81 : Imape data tvpe: PEG
) 7.88 : The overal size s 19633
ﬁ- CErtificate-Chain ﬁ Reyvoeation 7.83 : The average reading speed was 19.99 kpbs.




<




Cnacunbo

peter.r.volkov@ya.ru



